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INTRODUCTION

This document describes the web-based user interface of the PROTECTA device family (including the S24 series). With the user-friendly
interface, you can easily manage the device. Password protection is available to grant certain privileges and access special functions.

System requirements

A web browser and an Ethernet connection are needed in order to access the device interface. HTML5 compatible web browser is
recommended. To properly display the data on the screen, it is recommended to have a screen resolution of at least 1024x768. The latest
version of the following web browsers can be used:

. Mozilla Firefox

e Apple Safari

e  Google Chrome

e Microsoft Edge

JavaScript must also be enabled within your browser. For security reasons, the device allows only limited number of connections over the
network.

Getting started

Make sure that you are connected to the device and have JavaScript enabled within your browser. For detailed information read the Quick Start
Guide. The recommended browser is the latest version of Mozilla Firefox and all examples shown in this document are performed with Firefox.
Type the IP address of the device into your browser’s address bar. The currently selected menu item is highlighted in black (Figure 0-1).

In some configurations, the currently displayed language can be changed. To do this, simply click one of the other available languages
represented by the flags and the page will be refreshed in the desired language. Changing the display language affects only the local browser
of the user. Other browsers and the language of the touch screen, events and disturbance records will not be modified. In case the content
area is too long, the user can scroll down, and the menu bar will follow the user.
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MENU ITEMS

Main panel

[-]1 FronT Paner

° E2-DTI_H e
® General Trip U=Trip @ Current time:
03 Jun. 2019 1

® I>Trip U<Trip @

® I>>Trip Uo>Trip @

® o> Trip °

® Io:=Trip [ ]

® Io> dir Trip L]

L] L]

L] (]

x PROTECTA

IDENTIFICATION

Statien name Protecta
Device name Class Rename

Serial number 140738

INFORMATION

Device uptime 0 hour(s), 0 minute(s)

Devics lifetime 10 day(s), 2 hour(s)

PROTECTA

Figure 0-1 Main menu

The front panel of the device can be controlled from here (Figure 0-1). The image in the center of the screen behaves the same way as the
touch screen and the LEDs, except the on (1) and the off (0) buttons. These two buttons are insensitive for security reasons.

The X button on the bottom of the front panel picture initiates a LED reset. Text appearing by a LED is coming from the configuration and may
be different than the label inserted.

Identification - User can change the station and device names from this panel by typing in the new values and clicking on the Rename
button. Serial number information is also available in this panel, which shall be used by contacting Support team as a reference of your
product.

Information part - There are two fields for measuring device operating time. Uptime field displays the time elapsed from the last power on of
the device. Device lifetime field value equals the number of days of the device's energized state.
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Parameters

Various parameters and variables can be viewed and changed in this menu item. The user can manage different parameter sets with the ability
to set, rename, export and import them. A password can be applied for the import, export and set settings options. All parameters are part of a
certain function block which can be individually opened or closed using the [+] or [-] symbol. Parameter values are displayed and can be
modified in text fields, list boxes or check boxes.

Expand all Collapse all Print

[+] Common

[-] VT4 moDuLE

Device value New value
(Par set 1)
Range Type 100 Type 100 ~
Connection U1-3 Ph-N Ph-N ~
Connection U4 Ph-Ph Ph-Ph ~
Direction U1-3 Normal Normal ~
Direction U4 Normal Narmal ~
WT correction 100 100 H % (100- 115/ 1)
Rated Primary U1-3 100.00 100 H kv (1.00- 1000.00/0.01)
Rated Primary U4 100.00 100 L (1,00 - 1000.00 / 0.01)

Figure 0-2 Parameter settings

Buttons on the top of the parameters’ sheet provide fast expanding and collapsing all the function panels and make finding a parameter easy.
Print button generates a printer-friendly layout opened in a new browser window. The [+] and [-] signs open and close the function block
parameters individually.
General layout of the parameter's sheet consists of columns:
The first column contains the name of the parameter, this text is coming from the configuration of the device. If it is a multilingual device
(configuration prepared with multi-language titles), changing the language of the main menu will change this name also.
Second column displays the current values of the selected parameter set stored in the device. Selection can be made by choosing an item from
the combo-box of the main menu. Changing the parameter set here doesn't mean activating it, only loading to the fields. You can find more
information on activation in this chapter later.
Third column is used to give the desired value by the user. The expected value range and step are on the right end of the parameter line.
Changing any setting in the third column will be marked with blue function block name and with blue text in the corresponding line of the first
column.
The detailed description of fields are as follows:
Textfield - Text fields hold values that can be modified. To prevent invalid values from being loaded into the device, make sure that all
values entered are within proper range. In case a wrong value is entered, the user is being alerted and the value is reset to the last
correct value.
Listbox - By clicking on the list box, the user can choose from the available values listed within the box. (The list box represents
enumerated type parameters.)
Checkbox - The user can enable or disable certain functions and properties with the check box, by clicking on the box. If the check box
is ticked, the parameter is enabled. In contrast, if the check box is empty, the parameter is disabled. (The check box represents boolean
type/binary parameters.)
Unit - This displays the unit of parameter where applicable. Not all parameters have units.
Range / Step - This applies only to text fields; it displays the range a value can take. The step value represents the amount by which
the value can be incremented/decremented. For example, if a parameter has a default value of 100 with a range of 1-1000 and a step
value of .01, its value can be changed to 99.99, or 99.98, or 99.9, or 99 or 100.01, or 100.02, or 100.1, or 101, and so on. The value
cannot go below 1.00 or above 1000.00, since that would be out of range. As another example, if the same parameter had a step value
of 5, then we could only change the default value of 100 to 95, or 105, and so on.
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main

parameters

system settings

online data

main

system settings

online data

events
disturbance recorder )

disturbance recorder
commands

commands
network protectionHood

network protectionHood
documentation

documentation

advanced

Set parameters Set parameters

Figure 0-3 Main menu view with and without multiple parameter sets

Modified parameter values can be written into the selected parameter set by clicking Set parameters button on the main menu panel. In case of
a device with only one parameter set there is no parameter set selector combo-box, as it can be seen on the right side of Figure 0-3.

Values are checked for change before the user navigates away from the actual page or another parameter set is being loaded. By pressing
Cancel, the browser will remain on the actual page. By pressing OK, the browser will ignore the changes made and navigates away to the page
selected.

You have unsaved data.
Are you sure you want to navigate away from this page?

Figure 0-4 Unsaved data when leaving the page
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Managing multiple parameter sets

Towards the bottom of the page there are options to manage parameter sets. These buttons and functions only appear if the device is
configured to have more than one parameter set. The following buttons are available:

PARAMETER SET

Par set 2 Rename Save parameters Activate Load to editor

EDITABLE FIELDS

Reset to defaults Load parameters

Figure 0-5 Parameter set control field

Rename - This renames the selected parameter set after the user typed in the desired name in the text field. Make sure that you use
alphanumeric characters, spaces, dashes, or underscores as input and that no another set has the same name.

Save parameters - Corresponding parameter set can be saved as a *.par file.

Activate - This enables to activate the parameter set that in line with the button so the device will use the values from that specific set. This
button only appears, if there is more than one parameter set and there are no other specified conditions in the configuration for activating the
parameter set. The active parameter set’s name will be displayed in green.

Note that activating a parameter set doesn't load the values to the edit fields above. Parameter set values can be loaded into the editable fields
by using the combo-box placed in the main menu panel on the left side or by clicking on the Load to editor button.

Load to editor - This will load the parameter set in line with the button in the editable fields.

Reset to defaults - This resets the values on screen with the factory default settings.

Load parameters - This loads a previously saved parameter file and sets the values on the screen based on its contents.
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System settings

This is the menu item where adjustments can be made to some device settings. This menu item can be password protected. The text fields, list
boxes, and check boxes are almost the same as in the parameters menu item except for one type of text field, the IP address field, which is

found only here, in the system settings menu item.

Expand all

Print

[+] SYSTEM PARAMETERS

[+] STATION BUS SETTINGS

[+] ETHERNET comm.

Set settings

N o
-_
s [+] Ser1AL comm.

Figure 0-6 System settings menu

The behavior of the system Settings sheet is very similar to the Parameters sheet. The short description of the system settings are as follows:

System parameters - This field is used for front panel control and power system frequency settings.

Station bus settings - This field includes settings for the IPv4 based communication like IP address, IP address mode, redundancy
mode, mask, gateway, and DNS addresses. The DHCP server function can be switched on with a combo-box.

Warning: uncontrolled use of DHCP server function may cause serfous communication failures!

Ethernet communication - The device can communicate using several Ethernet based protocols at the same time. Only the IEC61850
communication is licensed, all the other protocols are available by default. The GOOSE repeat rate combo-box can be used for adjusting
TO time of the Generic Object Oriented Substation Event messages.

Serial communication - Only one protocol can be selected for serial communication purposes, physical parameters can be set in this
field. Note that serial communication needs proper CPU card.

Time synchronization - The device handles broad range of time synchronization protocols: NTP server (SNTP), serial communication,
and different pulse inputs. If Time sync. warning parameter is enabled and the device is not synchronized, an alarm is raised (status LED
goes yellow).

Time zone settings - Use this field to set the offset to the GMT time and the settings of daylight saving.

LCD backlight - Parameters in this field control the behavior of the LCD panel. Backlight will switch off after its timeout. The Backlight
group is useful if you have more than one device close to each other. Touching one of them will switch on the LCD screen of all devices
that belong to the same group.

System services - Use this field to set the web interface mode, enable secure file transfer mode, discover devices on the local network,
set up remote login feature and log server.

Client whitelist - If this function is enabled, only the allowed clients can access the device in the selected role.

More information can be found under the question marks located in line with the actual setting.
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Online data

This displays data measured by the device. The values on the screen are updated in every second. All data on this page is read-only, therefore
they cannot be modified. In case there is a counter on the page, there will be a button next to it, which will reset it.
[-]1 Common

Mode of device on
Health of device ok

SystemWarning [}

[-]1 VT4 mobuLe

Veltage Ch - U1 20.88 v

Voltage Ch - U2 29.87 v

Voltage Ch - U3 29.87 v

Voltage Ch - U4 0.00 v

Angle Ch - UL 0 deg

Angle Ch - U2 -120 deg

Angle Ch - U3 120 deg S b

Angle Ch - U 0 deg [=] et
[-1 CT4 mobuLe

Current Ch - I1 1.00 A

Current Ch - 12 1.00 A

Current Ch - 13 1.00 A

Current Ch - 14 0.00 A

Angle Ch - I1 -0 deg

Angle Ch - 12 -120 deg

Angle Ch - 13 120 deg By I

Angle ch - 14 0 deg [=] e

Figure 0-7 On-line sheet

Binary data is displayed as check box, enumerated data will be presented as text information. If user has HTML5 compatible Internet browser,
analogue measurements will be drawn as vectors.
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Events

The Events page displays the internal event list of the device. Every event is listed with time stamp, function block channel name, function block
channel and its new status text. Time resolution is 1 ms, the device can contain approximately 10000 events. If the list goes larger than this,

the oldest events get erased.

If the mouse cursor hangs over a function block name for a short time, all event lines that belong to the same function block will be
highlighted. Also, if the cursor is over a channel name, all events with the same text will be highlighted (Figure 0-8).

The Event page is not refreshed automatically, the user can refresh it by clicking on the Refresh button.

Erasing all events and exporting them to a text file is also possible.
An event filter can be utilized according to user’s needs: there are filters for event row number, date and contained text, see rightmost part of

the picture.

Refresh

EVENT LIST

2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03
2019-06-03

Erase all events

10:05:48.747
10:05:48.747
10:05:48.747
10:05:48.817

10:05:48.867
10:05:48.867
10:05:48.867

10: 977
10:05:48.977

10:05:50.157
10:05:50.157
10:05:50.157
10:05:50.157
10:05:50.157
10:05:50.157

10:05:52.607
10:06:34.128
10:06:34.128
10:06:34.128
10:06:34.198

10:06:34.208
10:06:34.238

10:06:34.238
10:06:34.238
10:06:34.358
10:06:34.358
10:06:34.358
10:06:34.358
10:06:34.688
10:06:34.688
10:06:34.688
10:06:34.688
10:06:34.688

Irany. 3F tildramvéd.
Irény. 3F tildramvéd.
Irany. 3F tildramvéd.
Irény. 3F taldramvéd.

Fazisszel. kioldd logika
Fazisszel. kiolds logika
Fézisszel. kiolds logika
Fazisszel. kiolds logika

Irény. 3F tilaramvéd.
Irany. 3F talaramvéd.
Irény. 3F talaramvéd.

Fazisszel. kioldé logika
Fézisszel. kioldé logika
Fazisszel. kioldé logika
Fazisszel. kioldé logika
Kikapcs. dram rbgzits
Kikapcs. dram rogzitd
Kikapcs. dram régzits
Kikapcs. dram rogzitd
Kikapes. dram régzits
Kikapcs. dram rbgzits

Irany. 3F tildramvéd.
Irany. 3F tilaramvéd.
Irany. 3F tilaramvéd.
Irdny. 3F taldramvéd.
Irany. 3F tilaramvéd.

Fézisszel. kioldé logika
szel. kiolds logika
Fazisszel. kioldé logika

Fazis

Fazisszel. kioldo logika

Irany. 3F talaramvéd.
Irény. 3F taldramvéd.
Irany. 3F tildramvéd.

Fézisszel. kiold logika
Fazisszel. kioldo logika
Fazisszel. kioldé logika
Fazisszel. kioldé logika
Kikapcs. aram rogzité
Kikapcs. ram rogzits
Kikapcs. dram rogzits
Kikapcs. dram rogzit
Kikapcs. dram rogzits

Figure 0-8 Events sheet

Export to file

L1 megszélalas
Megszélalas
Irany
Kioldas

L1 kioldas

L2 kioldds

L3 kioldas
Kioldas

L1 megszélalas
Megszélalas
Kioldas

L1 kioldds

L2 kioldds

L3 kioldds
Kioldas

IL1 Gzemi

IL2 dzemi

1L3 tzemi

IL1 Zarlati

12 Zrlati

1L3 zérlati
Hibahely km
L1 megszolalas
Megszélalas
Irany
Kioldas

L1 kioldds

L2 kioldds

L3 kioldds
Kioldas

L1 megszélalas
Megszélalas
Kioldas

L1 kioldds

L2 kioldds

L3 kioldas
Kioldas

1L1 Gzemi

1L2 Gzemi

IL3 Gzemi

1L1 zérlati

IL2 Zérlati

atra

PR P N T

1452 A
1452 A
2904 A
1453 A

EVENT FILTER

Ordinal:

Date:

éééé. hn. nn.

éééé. hh. nn.

Contains:

Apply

PROTECTA

Reset
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Disturbance recorder

The Disturbance recorder (Figure 0-9) panel allows the user to download or view the recorded disturbances. Every record is stored in
COMTRADE format and can be downloaded in a zipped file (with CFG, INF and DAT files inside). The displayed trip time information is used as
a reference to the stored records. Downloading and erasing the records is possible one by one or for all of them: by clicking the Download all
button, all records will be downloaded in one .zip file.

A simple built-in preview function makes work easier (Figure 0-10 and Figure 0-11). This viewer provides the fast evaluation possibility of the
disturbance event. Both analogue and binary channels are displayed on the screen.

On the right side there is a floating panel with buttons to control the behavior of the display. Buttons with plus and minus sign used for
adjusting the horizontal zoom of the picture. Clicking on the 1:1 button resets the view to the default horizontal size. Scale mode is a toggle
button to change the way of the analogue channel drawing. By default, it is drawn using a common vertical scale calculated from all available
analogue channels with the same unit parameter. In other words, it uses a grouping of the channels according to their unit. If the user clicks on
this button, every analogue channel will be drawn with its individual scale calculated from the maximal value of that channel.

main

parameters.

RECORDED DISTURBANCES
system settings

online data Downlead View Erase  2019.06.03 10:05:48.837 (123 kBytes) @
enie Downleaa view Erase  2019.06.03 10:06:34.218 (123 kBytes)
Dewnlead View Erase  2019.06.03 10:07:40.210 (123 kBytes)
disturh Downlsad View Erase  2019.06.03 10:08:33.494 (123 kSytes)
commands Dewnload View Erase  2019.06.03 10:09:56.338 (123 kBytes)
N Download View Erase  2019.06.03 10:11:18.838 (127 kBytes)
Dewnlead view Erase  2019.06.03 10:15:42.043 (122 kBytes)
decumentac Downlsad View Erase  2019.06.03 10:16:22.274 (122 kSytss)
advancad Dewnlead View Erase  2019.06.03 10:54:29.885 (123 kBytes)
Download View Erase  2019.06.03 10:54:32.435 (122 kBytes)
e Dewnlean view Erase  2019.06.03 11:05:20.753 (211 kBytes)
Dewnlead View Erase  2019.06.03 11:05:25.862 (211 kBytes)
Dewnlead View Erase  2019.06.03 11:05:31.182 (211 kBytes)
Dewnload View Erase  2019.06.03 11:06:46.526 (217 kBytes)
Downleaa view Erase  2019.06.03 11:06:51.626 (216 kBytes)
Dewnlead view Erase  2019.06.03 11:06:56.746 (216 kBytes)
Dewnlead View Erase  2019.06.03 11:10:22.865 (211 kBytes)
Dewnlead View Erase  2019.06.03 11:10:27.995 (211 kBytes)
Download View Erase  2019.06.03 11:10:33.085 (211 kBytes)
Dewnlean view Erase  2019.06.03 11:11:43.528 (212 kBytes)
Dewnlead View Erase  2019.06.03 11:11:48.659 (211 kBytes)
Dewnlead View Erase 2019.06.03 11:11:53.759 (211 kBytes)
Dewnload View Erase  2019.06.03 11:16:11.831 (124 kBytes)

Downleaa view Erase  2019.06.03 11:16:12.931 (124 kBytes) 0

Refresh Erase all records Download all Manual start Pn DTE E IA
HUNGARY

Figure 0-9 The disturbance records list panel
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@ Date of record: 2019.06.03 13:41:48,514 - Mozilla Firefox - m} X
(@ 192.168.10.34/content/drview.bin © &% =
+348.0m
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Figure 0-10 The disturbance record preview — analogue channels
@ Date of record: 2019.05.10 15:33:19.972 - Mozilla Firefox - m} X
@ 192.168.0.246/content/drview.bin © &% =

Frepare

FastimpOut

71 L2 start

71 L3 start

Z1 start

21 trip

Z2 L1 start

Z2 L3 start

Z2 start

22 tip

Z3 L1 start

Z3 .2 start

Z3 start

23 tip

Z4 L1 start

Z4 .2 start

Z4 L3 start

24 trip

Scale mode

Figure 0-11 Disturbance record's binary channels
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Commands

The device may contain function blocks with controllable objects whose commands appear on this page (Figure 0-12). A command can be
issued by clicking the appropriate button on the field of the function. A confirmation dialog will ask the user to confirm the command (Figure

0-13).

Common

Mode of device on Blocked Test
Test/Blocked off

LEDReset off on

CIRCUIT BREAKER

Operation oif on

DISCONNECTOR

Operation off on

Figure 0-12 Command sheet

Commands

Are you sure to execute the following command.
Common Mode of device TestBlocked?

Figure 0-13 Confirmation dialog

The mode of device in the common field has 5 setting options based on IEC61850-7-410 definition:

Table 0-1 Mode of operation commands

MODE OF DEVICE: ON BLOCKED TEST VEET OFF
BLOCKED
Function active active active active not active
Outputs (to process) enerated not enerated not not
9 generated 9 generated | generated
) ) no flagged as | flagged as no
Reporting (to client) yes reporting test test reporting
Control services (from client) accepted rejected accepted accepted rejected
Functional (process related) data visible visible visible visible not visible
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Network protection Hood

This panel shows devices that are located on the same network as the device. Compatible devices are identified, and information is displayed
about them. The device highlighted in red is the one that is currently accessed. By clicking on the other links, the user will be redirected to the
corresponding device.

DEVICES FOUND ON THE NETWORK

Health ¥ IP address Platform Station name Device name Version Capability RDSP/Xilinx c
[V] EuroProt+ Allatorvosi lo Geza teszt 2.8.13  I>,1d,2< 2.8.13.2060-rc3/x0.6 2
V] EuroProt+ Protecta Bence_teszt 2813  I>,1d,2< 2.8.13.2060-rc2/x0.6 2
o EuroProt+ RDSP E2-Line 2.8.13 1>, 1d, Z< 2.8.13.2060-rc3/x0.6 2.8.13.155!
(V] EuroProt+ Miké MSZ modell 2813 I> 2.8.13.2060-rc2/x0.6 2.8
(v} EuroProt+ EGETO OGYD Bemérs_leag 2813 I» 2.8.13.2040-H1/x0.6 2
o EuroProt+ EGETO OGYD Bemérd_leag 2813 > 2.8.13.2040-H1/x0.6 2
V] EuroProt+ EGETO OGYD Bemérd_leag 2.8.13 1>, 1d, Z< 2.8.13.2050-H3/x0.6 2
(v} EuroProt+ EGETO OGYD Bemérg_leag 2813  I>,1d, Z< 2.8.13.2050-H3/x0.6 2
(V] EuroProt+ EGETO OGYD Bemérg_leag 2813  I>,1d,Z< 2.8.13.2050-H3/x0.6 2
(v} EuroProt+ RDSP 2060 E2-MER 2.8.13  I>,1d, Z< 2.8.13.2060-rc3/x0.6 .8
(V] EuroProt+ Unnamed station  Unnamed device 2813 I> 2.8.13.2060-rc2/x0.6 .8
9 EuroProt+ Kiss F. MSZ modell 2814 I> 2.8. 60-rc2/x0.6 .13,
V] EuroProt+ Protecta Class 2813  I>,1d,2< 2.8.13.2050-H3/x0.6 8
(V] EuroProt+ Protecta DRL-Master 2.8.13 1>, 1d, Z< 2.8.13.2060-rc3/x0.6 2.8.13.1550
] EuroProt+ Protecta DRL-Slave 2.8.13  I>,1d, 2< 2.8.13.2060-rc3/x0.6 2.8
Q 16 EuroProt+ Unnamed station Unnamed device 2.8.13 1>, 1d, Z< 2.8.13.2060-rc3/x0.6 2.8
Q EuroProt+ EGETO LDC_G703_TESZT_2 2.8.13  I>,1d, Z< 2.8.13.2040-H1/x0.6 2
(V] EuroProt+ Fejlesztés LineDiff_A 2.8.13 1>, 1d, Z< 2.8.13.2060-rc2-54-gf9d903b94/x0.6 2.8.13.155!

< >

Refresh PROTECTA

Figure 0-14 Network protectionHood

Documentation

This panel displays the documentation files on the device. The user can upload any type of documents and files, which will be saved on the
device and will be accessible for later use. There is an 8 MB limit available, single file size maximum is 2MB.

EMBEDDED DOCUMENTS

Files not found

USER DOCUMENTS
E2-DTI H.epc (1.7 MB) Delete

File limit is 2048k per file. Available storage size is 6.2 MB.

Upload

PROTECTA A
HUNGARY

Figure 0-15 User documentation
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Advanced

This menu item displays a submenu of other options available. A password can be set to allow access to these menu items.

Password manager

MASTER PASSWORD
This password permits the access to the advanced menu items.
Password must contain numbers and |atin letters only, length should be 4-8 chars.

Modify password Clear password

PASSWORD FOR SETTINGS

This password permits the setting of the parameters.
If there is no password set anybody can set the parameters from the WEB or the HMI.
Password must contain numbers and latin letters only, length should be 4-8 chars.

Modify password Clear password

PASSWORD FOR CONTROL

update manager

This password permits the control operation of the device.
— If there is no password set anybedy can execute control operation from the WEB or the HML.

s
A = Password must contain numbers and Iatin letters only, length should be 4-8 chars.

Modify password Clear password

Figure 0-16 Password manager dialog

Passwords are used to prevent unauthorized access to the device. There are three password levels defined:

PROTECT A

HUNGARY

e  Master password controls the access to the advanced menu. This prevents unauthorized access to the password control dialog also.

e  Password for settings makes the parameterization (parameters and system settings) safer. When creating new password, the user
is allowed to define its target: password for local (LCD) setting operation, password for remote (web) operation or both.

e  Password for control works very similar to the password for settings. This is the protection for the commands web page.

The user must type in the password two times to avoid typing mistakes (Figure 0-17).

New password

Flease enter the new password: ||

Retype the new password: |

(@ Local and remote operations
This password is used for: (O Local HMI (LCDY) operation only
(O Remote (WEB) operation only

OK Cancel

Figure 0-17 Password input dialog

PROTECY.

HUNGARY ——
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Status/log

Status fields' detailed information is as follows:

In the Cards field (Figure 0-18) device hardware configuration must match to the configuration file created by the PC software. In case of any

deviation, user can get more information about the problem in this field.

Carps

Slot _ Configured Detected Serial Nr.  Status

internal use only

Figure 0-18 Card info field

Device nameplate (Figure 0-19) contains product information and basic data of the device.

DEVICE NAMEPLATE

rrarectal wxICE

PLATFORM: IED-EP+

TYPE: DTIVA

CONFIG: E2-DTL_F

ORD.CODE: B4401301101-B120000000100401-4D
U aux PS: 90-300VDC,B80-255VAC

In, Un: 200/100V

U aux BI: 220V

SERIAL No: 140739

Fimware ver.: 2.8 | U R 00

Made in Hungary

Figure 0-19 Device nameplate

In LOG files field (Figure 0-20) internal information about the specific part of the device (RDSP, system, LCD, etc.) can be found.

LOG FILES

System log files RDSP log System messages Security log
HMI log files LCD log
Communication log files SPORT comm. log Serial comm. log IECE1850 log

Figure 0-20 LOG files field
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Serious errors (red status LED) and warnings (yellow status LED) are listed in the Warnings and Errors field (Figure 0-21). In the example
below, time synchronization error is generated when its check box is ticked on the time sync. part of system settings page and there is no
synchronization message received. For more information please refer to the Troubleshooting guide.

WARNINGS AND ERRORS

CDSP warning: 0x0040 (Time synchronization, )
Figure 0-21 Warnings and Errors

In case of any error, it is recommended to generate a report file (Figure 0-22) using the button in the Backup/Report field and send it to the
support team. The file has .zip extension and includes event log, parameter settings, configuration data and RDSP firmware for the actual
device. However, it does not include disturbance records. Oscillographic fault records can be downloaded as shown on Figure 0-9.

Make sure to check the size of the downloaded report.zip file: it should be above 10 kB. If it is below this, try to download it again.

Backupr [ REPORT

Build and download system state report. This Get file
function is suitable to make backup from the device.

Figure 0-22 Button for getting the report.zip file

Communication files (Figure 0-23) for various protocols can be downloaded by clicking the appropriate button.

COMMUNICATION FILES

Download IEC61850 files Get CID file Get ICD file
Download IEC60870-5-101/103/104 file Getfile in XML format  Get file in TEXT format
Download Modbus information file Get Modbus file

Download DNP3 configuration file Get DNP3 file (html} Get DMP2 file [esv)
Download SPA configuration file Get SPA file (html} Get SPA file (eswv)
Export protection parameters Export to XML format

Figure 0-23 Communication files

The status of the ports of the internal switch are displayed in the Ethernet links field (Figure 0-24).

ETHERNET LINKS

Primary station bus fiber optic port Down
Redundant station bus fiber optic port (optional) Down
RI-45 port on rear side (optional) up

EOB/RJ-45 port on front panel Down
Process bus fiber optic port (optional) Dowin

Figure 0-24 Ethernet link info
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The memory info field (Device housekeeping, Figure 0-25) provides information about the CDSP resources.

[-] DEVICE HOUSEKEEPING

Total system memory 61856 kB
Free system memory 24512 kB

Cache memory 11956 kB

Block size Free block num. Total free size
8k 21
G4k 4
128k

256k
512k
1024k
2048k
4096k
8192k

[ I R L I ]

<- Reserved | Free ->

Figure 0-25 Memory info

The Time synchronization field (Figure 0-26) shows information about time synchronization supervision. If no external source is available,
the PC operating system time can be set in the device with the Set device button.

TIME SYNCHRONIZATION

From NTP1 source Ok

From NTPZ source Disabled
From legacy protocol Disabled
From binary input (pinsync) Disabled

Setdevice time

Figure 0-26 Time synchronization info



http://www.microener.com/

MICRQ)ENER

FDE N°:

OPERATION MANUAL 19AA2571500
REMOTE USER INTERFACE
Phone : +33 (0)1 48 15 09 09 PROTECTA LINE Rev. A
WWW.microener.com Page 19 / 20
I/0 tester

The web page for advanced functions provides I/O simulation.

Front panel LED test - by clicking on this button the front LEDs will be tested with a blink sequence
Simulate binary inputs (Figure 0-27) - by enabling this function user can simulate the inputs. For safety reason this function must be
confirmed on the LCD screen on the device. The LED symbol between the SET and RESET buttons shows the current state of the input:

red if activated, green if inactive. Simulation mode can be disabled with the button on top of the input control buttons.

Caution: in this mode the device is fully functional, meaning that it can still give trip signals!

Direct control of the output contacts - prior to use this function the device should be switched to Test/Blocked mode on the
command screen. If the mode has been changed, the output contacts can be forced by the user. The confirmation request must be
accepted on the LCD. The LED symbol between the SET and RESET buttons shows the current state of the output: red if activated, green

if inactive. To disable this function, change the mode of the device to ON state on the commands web page.

SIMULATE BINARY INPUTS

Input simulator mode
CB off

CB on
Disconn. off
Disconn. on
BIn_CO5
BIn_CO6
BIn_CO7
BIn_C08
BIn_C09
BIn_C10
BIn_Ci1
BIn_Ci2
TCS1

TCS2

Disable
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set
Reset Set

Reset Set

Reset Set

Figure 0-27 Input simulator mode
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Update manager

In the Restore field the user can upload configuration and parameter settings from a report.zip file into the device.

Device firmware can be upgraded when a new version is available. Information about the current RDSP/CDSP firmware and for the
downloaded configuration file can be found in the text fields (Figure 0-28).

To update, click on the Update button, select the appropriate file and click OK. A dialog on the LCD will ask you to confirm updating. Detailed
information about the latest firmware updates can be found on the Protecta website in the release and revision history (login required). If new
firmware update is needed, please contact Protecta support team.

In the Configuration field the user can download configuration file (.epc) from the device.

[-] REsTORE
Use this function to restore the device from backup file

Upload ZIP file

[-] RELAY DSP FIRMWARE

Version: 2.8.13 ~
GIT tagname: 2.8.13.2050-H3

On branch: master

Compile date: 2019-01-17 15:16:30

Compiled on: GOMBOS-WIN1O, OS: Windows NT/2000/XP, Username: gombos

Xilinx revision: 0.6

SHA-256: 708f55b4ee2f

hctive firmware: 'B' k4

Update RDSP

[-] Comm. DSP FIRMWARE

EuroProt+ system version: 2.8.13

Bootloader: U-Boot 2013.07 (ADI-2013R1)-gitl520 (May 02 2018 - 09:55:27) (SHA-256: 1fe7fa6Bfb84)
hctive firmware: 'A'

SHA-256: B5cb3829867L

kernel: Linux release 3.10.108-epp, build #2 Mon Dec 3 15:29:33 CET 2018

toolchain: /bfin-uclinux-gcc release goc version 4.3.5 (ADI-2013R1-RC1)

user-dist: release git-2.8.13.1540-H1, build Mon Dec 3 15:27:24 CET 2018, gombosf@gombos-ubuntu

Update CDSP

[-] ConFIGURATION

Config name: E2-DTI_H

Config version: 1.4

Config ID: ConfigID

Customer ID:

File date: 04-Jun-2019 08:14:34

Load date: 04-Jun-2019 08:14:35

File name: E2-DTI_H v4.epc, 1882227 bytes

Download EPC file

Figure 0-28 Update manager

MICRQENER

Les performances et les caractéristiques indiquées dans ce document peuvent étre modifiées a tout moment et
n’engagent MicroEner qu‘aprés confirmation.

http://www.microener.com
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